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Start with the numbers. A large payment network processes tens of millions of transactions

every day. A mid-sized e-commerce platform might handle hundreds of thousands of orders
in a single afternoon during a peak sale. A consumer bank sees card activity across millions
of accounts, around the clock, across geographies, device types, and spending contexts that

shift constantly. No analyst team reviews all of that. No analyst team could. The volume

alone closes the door on purely manual approaches, and it has been closed for years.

This is the first thing to understand about fraud detection as a discipline: the problem is not
just that fraud is hard to spot. The problem is that it must be spotted fast, at a scale that is
structurally incompatible with human review, and against an adversary who is actively
working to stay invisible. Those three constraints together are what make machine learning

not a preference but a practical necessity.
The Limits of Rules

For a long time, the standard answer to fraud was rules. If a transaction comes from an
unusual country, flag it. If the same card is used five times in ten minutes, block it. If the
purchase amount exceeds a threshold the customer has never crossed before, send a
verification step. Rules like these are intuitive, fast to write, and easy to explain to a

compliance officer or a regulator. They feel like control.

The problem is that they are also visible. Not directly, not always, but in effect. When a
fraudster runs enough transactions through a system, the rejections themselves carry
information. A card gets declined at four hundred dollars but approved at three-ninety-nine.
A bot tests a batch of stolen credentials and learns which ones pass your velocity check and
which ones do not. The rules teach the attacker how to evade the rules. This is the adversarial
nature of the problem in its clearest form: the system you build to catch fraud also, over time,

trains the fraud to avoid being caught.

There is a second, quieter failure mode as well. Rules do not generalize. They are written in
response to patterns that someone has already seen and named. A rule for triangulation fraud

in one product vertical does not transfer cleanly to account takeover in another. A rule written



for one geography may be irrelevant or actively harmful in a different market. And as the
business grows, as new products launch, as new payment methods get added, the rulebook
grows with it, until you have hundreds of conditions interacting in ways that nobody fully

understands anymore. The maintenance burden becomes its own risk.

This does not mean rules have no place. They do. A hard block on transactions from
sanctioned countries is not a modeling question. A mandatory step-up for transactions above
a regulatory threshold is a compliance requirement, not a signal to feed into a classifier. Rules
handle the things that are known, fixed, and non-negotiable. Machine learning handles the

rest, specifically the things that are probabilistic, contextual, and subject to change.

What Supervised Learning Brings

Rules vs Machine Learning

Two ways to decide whether a transaction is fraud

RULE-BASED MACHINE LEARNING
Hand-written conditions Learns patterns from labeled history
[ if amount > $400 - block ] geoA @
® device
[ if country # home - flag ] time @
@ @ velocity
[ if velocity > 5 / 10min - block ]

amount @

@ account age
MCC @
v Fast, transparent, auditable

v Good for compliance hard-blocks

X Visible to attackers — they probe & adapt v Finds combinations no analyst would write
X Doesn't generalize across patterns v Adapts when retrained on fresh data

X Maintenance debt grows unbounded X Only as good as your labels

The core insight behind supervised machine learning for fraud detection is straightforward:
fraud leaves traces. A fraudster's behavior is different from a legitimate customer's behavior,
and those differences show up in data. The question is whether you can find them
automatically, at scale, and generalize what you find to transactions you have never seen

before.

Supervised learning works by training a model on historical examples where the outcome is
already known. You have a dataset of past transactions, each labeled as either fraudulent or

legitimate, and you ask a model to learn the features that distinguish one from the other.



Velocity. Merchant category. Time of day relative to the account's history. Device fingerprint
consistency. Geographic distance between consecutive transactions. Dollar amount relative to
the account's own baseline. None of these signals is decisive on its own. Fraud is rarely that
clean. But a model that can weigh dozens of these signals simultaneously, learning which
combinations are meaningful and which are noise, can detect patterns that no human analyst
would write a rule for, because the pattern might not be visible until you are holding ten

million rows of data at once.

This is the structural advantage. The model does not need someone to tell it which features
matter. It learns that from the data. And because you can retrain it as new data comes in, it

can adapt when the patterns shift, which they will, and which they always do.

The practical requirement that follows from this is labeling. Supervised learning is only as
good as the labels you train it on. A transaction marked as fraudulent in your training data is
fraudulent because a human analyst reviewed it, because a customer disputed it, because a
downstream investigation confirmed it. That label is your ground truth, and if it is wrong, or
incomplete, or delayed, that problem flows directly into the model. This is not a reason to
distrust supervised learning; it is a reason to take your data pipeline and your labeling process
seriously. We will come back to this at length in later chapters. For now, the point is that the

quality of your data is the foundation everything else sits on.

There is also the class imbalance problem, which is worth naming early. Fraud is rare. In
most systems, fraudulent transactions represent a small fraction of total volume, sometimes
well below one percent. This creates a calibration challenge. A model that calls every
transaction legitimate would be correct more than ninety-nine percent of the time and
completely useless. Training, evaluating, and tuning models in the presence of extreme class
imbalance requires deliberate choices about sampling strategies, loss functions, and the

metrics you use to measure success. Accuracy is not one of them.
Real-Time Is Not Optional

One more constraint shapes everything about how fraud detection systems are built: the

decision has to happen before the transaction completes.

In a payment context, the window between a customer tapping a card or submitting a
checkout form and the response they receive is measured in milliseconds to seconds.

Authorization networks have their own timing requirements. In many architectures, a fraud



score must be computed and acted on within a hundred milliseconds, sometimes less. This is

not a product preference. It is an infrastructure reality.

This constraint has direct consequences for every model and architectural decision you will
make. A model that is deeply accurate but takes two seconds to produce a score is not a
production fraud model, regardless of its offline metrics. A feature pipeline that requires a
database join across a table that is only updated every four hours cannot support real-time
scoring without workarounds. The latency requirement runs through the entire system, from
the features you engineer to the infrastructure you deploy on to the model families you even

consider using.

It also means that fraud detection is not a batch problem dressed up as a real-time one. Some
components run in batch, training pipelines, feature precomputation, model evaluation, but
the scoring layer is genuinely real-time, and designing for that requires different tools and

different discipline than designing for offline analysis.
The Model Families Worth Knowing

The rest of this course will go deeper on specific architectures, but it is worth introducing the
primary model families here, not to pick a winner, but to understand why each one exists and

what role it is suited for.

Tree-based models, and specifically Random Forests, work by building a large number of
decision trees on random subsets of the data and features, then aggregating their predictions.
The randomness is not a bug; it is what prevents any single tree from overfitting and makes
the ensemble robust. Random Forests are good at discovering complex, non-linear
relationships in data without requiring those relationships to be specified in advance. They
handle mixed feature types reasonably well, they are relatively resistant to noise, and they
give you some tools for understanding which features are driving predictions. In fraud
detection, they are often used for pattern discovery, for exploring new fraud types, and in

contexts where interpretability matters enough to be worth paying for in raw performance.

Gradient boosting, with XGBoost as the most widely deployed implementation, takes a
different approach. Instead of building trees independently and averaging them, gradient
boosting builds trees sequentially, each one focused on correcting the errors of the ones
before it. The result is a model that tends to produce higher raw predictive accuracy than

Random Forests on tabular data, at the cost of more hyperparameters to tune and a somewhat



higher risk of overfitting if those parameters are not handled carefully. XGBoost in particular
has been optimized extensively for speed, and it is the dominant model family for live
inference in production fraud systems. It is fast, accurate, and well-understood by the

engineering teams who have to operate it.

Neural networks occupy a different position. The feedforward architectures that dominated
early deep learning are less common in fraud detection than they are in image or text tasks,
but more specialized architectures, including recurrent networks for sequential transaction
data and graph neural networks for relationship-based fraud patterns, have real and growing
applications. Neural networks tend to require more data, more compute, and more
engineering sophistication to deploy and maintain than tree-based models. Their trade-off is
that they can automate feature engineering that would otherwise require significant manual
work, and they scale well when the data volume justifies the investment. They are not the
right starting point for most teams, but they are worth understanding for teams operating at

scale or dealing with fraud patterns that are inherently relational or sequential.

The decision between these families is not aesthetic. It depends on data volume, latency
requirements, interpretability needs, and the operational sophistication of the team running
the system. Chapter 2 will give you a structured way to reason through that decision. The

point for now is that the choice exists and that it matters.
Putting It Together

Fraud detection is a problem that sits at the intersection of a hard technical challenge and a
fast-moving adversarial game. Manual processes cannot keep up with the volume. Rule-based
systems cannot keep up with the adaptation. What is needed is a system that learns from

historical patterns, scores in real time, and can be updated as those patterns evolve.

Machine learning provides that, but only when it is built and operated with the right
architecture, the right data practices, and the right operational discipline. A model trained
once and never touched again is not a fraud detection system. It is a fraud detection system
that used to work. The difference between those two things is what most of the rest of this

course 1s about.
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The worst version of a model selection conversation goes like this: someone proposes
XGBoost because it won a Kaggle competition, someone else pushes back with a neural
network because it sounds more advanced, and eventually the team picks whichever option
the most senior person in the room feels comfortable defending. The result is a model chosen
for the wrong reasons, deployed into a context it was never really suited for, and then quietly

blamed when performance disappoints.

The better version of that conversation starts with four questions. How much data do you
have? How fast does a decision need to be made? Who needs to understand and explain that
decision? And how much operational complexity can your team realistically absorb? The
answers to those questions, not the abstractions of the algorithms themselves, should drive
the architecture. This chapter works through the three dominant model families in fraud

detection and explains why each one earns its place in certain contexts and loses it in others.

Before getting into the models themselves, it is worth being precise about what "architecture"
means here. In fraud detection, a model is rarely a standalone component. It sits inside a
pipeline that receives transaction data, enriches it with features, passes it through a scoring
function, and returns a decision or a risk score within a time window that may be measured in
milliseconds. The model family you choose shapes every other element of that pipeline: how
features are constructed, what infrastructure is required to serve predictions at speed, what
your engineers will need to monitor, and what your compliance team will be able to audit.
Choosing a model is not just a machine learning decision. It is an infrastructure decision and

an organizational one.
Random Forests: When You Are Still Learning What Fraud Looks Like

A Random Forest builds a large collection of decision trees, each trained on a random sample
of the data and a random subset of the features, and then aggregates their predictions. The
randomness is not incidental — it is the mechanism that makes the ensemble robust. Because

each tree sees a slightly different view of the data, the model is naturally resistant to



overfitting to any single pattern. When you aggregate across hundreds of trees, noise cancels

and signal accumulates.

This property makes Random Forests particularly valuable early in a fraud detection
program, or in any situation where the fraud population is genuinely diverse and not well
understood. If you are building a fraud model for the first time, you probably do not have
strong priors about which features matter. You may have a mix of structured transaction data,
customer behavioral signals, device attributes, and historical account information, and you
are not yet sure which of those dimensions is doing the work. A Random Forest will find
interactions between features that you did not think to look for. It will surface that a
combination of account age, transaction time, and device type is predictive in a way that no

individual feature would have suggested on its own.

There is also a practical advantage in how Random Forests handle missing values and
outliers. Real transaction data is messy. Fields are missing. Values are occasionally
implausible. A tree-based ensemble is substantially more tolerant of this kind of noise than
models that assume clean, well-scaled input. For teams that are still building out their data

pipelines, this tolerance is genuinely useful.

The limitations are real and worth naming clearly. Random Forests are not the fastest models
to serve. Running a prediction through hundreds of trees takes more time than a
well-optimized gradient boosted model or a shallow neural network. In a payment system
where a decision needs to be returned in under fifty milliseconds, that gap matters. Random
Forests also tend to be large. The memory footprint of a forest with a thousand trees and
thousands of features is not trivial, and deploying at scale inside a streaming pipeline can

create infrastructure headaches that are easy to underestimate.

There is also a ceiling on raw accuracy. In head-to-head comparisons on well-labeled,
high-volume datasets, Random Forests typically lose to gradient boosting methods. They are
excellent for discovery and for contexts where you need a robust baseline quickly. They are

rarely the final answer in a mature, high-throughput fraud detection system.
XGBoost and Gradient Boosting: The Workhorse of Production Fraud Detection

If you survey fraud detection systems at scale, gradient boosting is the most commonly

deployed model family. XGBoost, LightGBM, and CatBoost are the most widely used



implementations, with XGBoost having a particularly long track record in the industry.

Understanding why requires understanding what gradient boosting is actually doing.

Where a Random Forest builds trees in parallel, each independently, a gradient boosted
model builds trees sequentially. Each new tree is trained to correct the errors made by the
ensemble so far. The process is iterative and focused: you are not aggregating independent
opinions but progressively refining a single model. This sequential correction tends to
produce higher accuracy on structured, tabular data than the parallel approach, particularly

when the dataset is large and the signal is subtle.

For fraud detection specifically, this matters because fraud patterns are often subtle. The
distinguishing characteristics of a fraudulent transaction may not be any single feature in
isolation but a precise combination of values that occurs rarely and is easy to drown out in a
large dataset. Gradient boosting tends to find those combinations efficiently. It also handles
class imbalance reasonably well, particularly when combined with appropriate sampling

strategies and with careful tuning of the objective function.

The speed profile of XGBoost is one of the reasons it dominates live production systems. A
well-trained XGBoost model can return a prediction in low single-digit milliseconds. The
model can be serialized into a format that loads quickly, served from a lightweight container,
and scaled horizontally without significant overhead. This is the operational profile that
payment systems, lending platforms, and card networks actually need: fast, reliable, and

maintainable by teams without specialized infrastructure expertise.

Interpretability is another practical reason XGBoost earns its place. Gradient boosted trees
support feature importance scores, and tools like SHAP (SHapley Additive exPlanations) can
decompose individual predictions into per-feature contributions in a way that is genuinely
useful for investigators, compliance teams, and model validation. When a fraud analyst asks
why a particular transaction was flagged, you can answer that question. When a regulator
asks how the model reaches its decisions, you have a coherent story to tell. This is not a small
thing. In regulated industries, explainability is often not optional, and the gap between a
model that can be explained and one that cannot is a gap between a model that gets deployed

and one that does not.

The limitations of gradient boosting are worth understanding so you know when you have hit

them. These models are trained in batch. They do not update incrementally as new



transactions arrive. If fraud patterns shift after training, the model continues applying the old
logic until it is retrained. For fast-moving fraud vectors, that lag is a vulnerability. Gradient
boosted models also require careful hyperparameter tuning: learning rate, tree depth,
minimum child weight, and regularization parameters all interact in ways that matter for
performance. A poorly tuned XGBoost model can overfit badly or produce a model that
generalizes poorly to future fraud patterns. This is manageable with proper experimentation

practices, but it is not automatic.

The other limitation is that gradient boosted models, like Random Forests, require explicit
feature engineering. The model does not construct its own representations of raw data. You
need to give it features that already encode the relevant information: transaction velocity over
the past hour, days since the account was opened, ratio of the current transaction to the user's
historical average, and so on. That feature engineering work is real work, and keeping the
features consistent between training and serving is one of the more common sources of
production bugs in fraud systems. Chapter 3 addresses this in detail through the concept of

feature stores.
Neural Networks: When Scale and Automation Change the Trade-offs

Neural networks are not the default choice for fraud detection, and it is worth being specific

about why, and about the circumstances where they do become the right choice.

The fundamental trade-off is this: neural networks can learn representations of raw data
without requiring extensive manual feature engineering, and they can model extremely
complex, high-dimensional patterns. But they demand large amounts of training data, longer
training times, more specialized infrastructure to serve at low latency, and more careful
monitoring and debugging. They are also substantially harder to interpret. A SHAP
explanation of a neural network's prediction is a meaningful approximation, not a direct

window into the model's reasoning.

For most fraud detection deployments, that trade-off does not favor neural networks. The
value proposition of representation learning becomes significant when you are working with
high-cardinality inputs that are difficult to encode as features: sequences of user behavior
over time, raw text, graph relationships between accounts, or embeddings derived from

historical interaction patterns. When the input space is rich enough and the dataset large



enough, a neural network can find structure that a feature-engineered gradient boosted model

would miss.

Large financial institutions often reach for neural networks in specific contexts: graph neural
networks for detecting account networks engaged in coordinated fraud, recurrent
architectures for modeling sequential transaction behavior, or transformer-based models for
detecting anomalies in behavioral sequences. These are genuine applications where the
investment pays off. They are not general-purpose replacements for XGBoost in a payment

fraud context.

There is also the latency question. Neural networks can be fast, but achieving low-latency
serving typically requires investment in GPU infrastructure, model optimization, and careful
engineering. A gradient boosted model can be served on commodity CPUs in a few
milliseconds without heroic effort. A neural network with meaningful depth requires real
work to hit the same numbers, and in contexts with strict latency requirements, that

engineering cost is a real cost.

If you are just starting a fraud detection program, or if your transaction volume is in the tens
of millions rather than billions, a neural network is unlikely to be the right first investment. If
you are operating at very large scale, have teams with deep ML infrastructure expertise, and
have specific problem dimensions that are genuinely better handled with representation
learning, it becomes a serious option. The question is never "would a neural network perform
better on a benchmark" but "does the performance improvement justify the operational

complexity given our constraints."

The Four Decision Levers



Choosing a Model Family

LEVER Four levers, three workhorses — pick on context, not aesthetics

Random Forest XGBoost Neural Networks
Discovery & robust Production Scale & sequence
baselines workhorse specialists
000 000 @00
Data volume
Works at any scale Sweet spot Needs millions
Latency (real-time)
Ensemble overhead Few ms /CPU GPU + opt. work
Interpretability
Importance scores SHAP-ready Hard to explain
] 000 000 @00
Ops complexity
Simple to operate Battle-tested Specialized team
@ @ @ strong fit @ @ O workable @® O O poor fit

With those three model families in mind, the practical question is how to choose between

them. The framing that works best in practice organizes the decision around four dimensions.

The first is data volume. Gradient boosting models tend to outperform Random Forests when
you have large labeled datasets, but both work reasonably well across a wide range of sizes.
Neural networks need more data to realize their advantage, and below a certain volume, they
will typically underperform simpler models. If you have millions of labeled fraud examples
and the data represents a variety of fraud types with clean labels, neural networks deserve a
place in the evaluation. If your labeled fraud population is in the tens of thousands, they

probably do not.

The second is latency. If you need to return a decision in under fifty milliseconds within a
real-time payment flow, your options narrow quickly. XGBoost with careful model size
management is the default answer here. Random Forests can work but require attention to
ensemble size. Neural networks require engineering investment to compete, and that

investment needs to be justified by something the simpler models cannot provide.

The third is interpretability. This is not just a technical preference. It is a compliance
requirement in many industries, a business requirement in any context where fraud analysts
need to review and act on model outputs, and a debugging tool when your model starts
behaving unexpectedly. If explainability matters, gradient boosting with SHAP scores is the

most practical path. If you are in a context where you can accept a black-box model because



scale and accuracy dominate other concerns, and you have the infrastructure to support it,

neural networks become more viable.

The fourth is operational complexity. Every additional component in a production system is a
potential failure point. Teams that are building their first fraud detection system, or that do
not have large ML engineering capacity, should favor architectures they can actually
maintain. A well-tuned XGBoost pipeline with a solid retraining cadence will outperform a
poorly maintained neural network every time. The best model is the one that works reliably in

the environment you have, not the one that performs best in a controlled experiment.

These four levers rarely point unanimously in one direction, and that is fine. The point is not
to find the perfect configuration but to make the trade-offs explicit so that when you choose,

you know what you are accepting.
Ensembles and Layered Architectures

A practical note on systems that have matured past the initial choice: many production fraud
detection systems eventually settle into a layered architecture that combines model families
rather than relying on one. A common pattern is to use a fast gradient boosted model as the
primary scorer for real-time decisions, with a slower, more expressive model running
asynchronously to flag transactions for manual review or to generate signals that feed back
into the real-time model's features. Another pattern is a two-stage architecture: a lightweight
rule or model layer that filters out obvious non-fraud cases and passes only ambiguous

transactions to a more expensive scoring function.

These layered approaches can substantially improve both accuracy and efficiency, but they
introduce coordination complexity. You now have multiple models to maintain, monitor, and
retrain. Their outputs need to be reconciled. When one component changes, you need to
understand how that change propagates through the rest of the system. For teams with the
engineering capacity to manage that complexity, layered architectures are often the right
destination. For teams that are still building operational discipline around a single model,

they are a destination to grow into, not a starting point.

The architecture decision is also not final. The right choice for year one of a fraud detection
program may not be the right choice for year three. As your data grows, as your team builds

expertise, and as the fraud patterns you face evolve, the model architecture should evolve too.



The habit of periodically re-examining the architecture against the four levers described here

is part of what keeps a fraud detection system competitive over time.

What this chapter has walked through is the reasoning layer beneath the model choice. The
specific platforms and infrastructure that make these architectures real in a production system

are the subject of the next chapter.
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Choosing a model architecture is one kind of decision. Getting that architecture to actually
run, reliably, at production scale, with data flowing in and predictions flowing out in time to
matter, is a different kind of decision entirely. The model is the most visible part of a fraud
detection system. The infrastructure is the part that determines whether the model actually

does anything useful.

This chapter is about infrastructure. Not in the sense of a vendor catalog or a checklist of
tools to install, but in the sense of understanding why each category of tooling exists, what
problem it solves, and what breaks when it is absent or poorly chosen. The specific product
names in this space shift faster than the underlying concepts. If you understand the concepts,
you can evaluate any specific product against them. If you only know the product names, you

are one version change away from being lost.

There are four categories of infrastructure that every serious fraud detection system needs to
address: real-time data ingestion and stream processing, batch processing for training and
feature pipelines, model lifecycle management, and feature stores. These categories are not
independent. They interact constantly, and the failure modes at their boundaries are some of

the most expensive in fraud detection engineering.

The starting point is data movement, and specifically the distinction between what happens in
real time and what happens in batch. This distinction is not cosmetic. It shapes nearly every

downstream architectural decision.

When a transaction arrives and you need a fraud score before the payment clears, you are
operating in a streaming context. The data is a continuous flow of events, each one arriving
with a timestamp and requiring a response within a latency window that is often measured in
hundreds of milliseconds. Streaming infrastructure exists to handle exactly this: ingesting
high-volume event streams, making them available for processing with minimal delay, and
doing so reliably enough that a spike in transaction volume or a network hiccup does not

cause you to miss events or double-count them.



Apache Kafka is the most widely used technology in this layer. It functions as a distributed
message queue, a buffer between the systems that generate transaction events and the systems
that process them. Transactions arrive from payment processors, mobile apps, and web
platforms, and Kafka holds them in ordered, durable logs. Downstream consumers, including
your scoring system, read from those logs at whatever pace they can sustain. If the scoring
system falls momentarily behind, the messages do not disappear. They wait. This decoupling
is what makes the system resilient. The transaction producer does not need to know anything
about the scoring system, and the scoring system does not need to be always-available in the

same instant-to-instant sense that a synchronous call would require.

What Katka does not do is compute anything. It moves data. The computation layer that sits
on top of a Kafka stream, the part that actually applies transformations, aggregates over time
windows, and routes enriched events to the scoring model, is handled by a stream processing
framework. Apache Flink is the dominant choice for production fraud detection systems that
require stateful stream processing. It can maintain rolling aggregates, such as transaction
count in the last fifteen minutes for a given account, and update those aggregates
continuously as new events arrive. It handles time semantics carefully, meaning it can
distinguish between the time an event was generated and the time it arrived for processing,
which matters when mobile clients with intermittent connectivity send delayed events. And it
can scale horizontally when volume increases, without requiring you to manually repartition

your processing logic.

The practical reason Flink shows up in fraud detection specifically, rather than simpler stream
processors, is that fraud features are heavily time-dependent. A velocity feature like "number
of transactions from this card in the last hour" is not a static value you can precompute once.
It changes with every transaction. Maintaining that state continuously, accurately, and in a
way that feeds into model inference with low latency, is exactly the stateful streaming

problem Flink is designed for.

What happens when this layer is missing or underbuilt? Usually, teams compensate with
polling: a service queries a database every few seconds to check for new transactions to
score. This works at low volume and introduces latency that is often acceptable early in a
fraud program. But polling has a ceiling. At high transaction volumes, the database becomes
a bottleneck. Event ordering becomes unreliable. You lose the ability to compute streaming

aggregates accurately, because you are no longer processing a continuous flow. And when



you eventually need to upgrade, you are often rewriting significant pieces of the system

rather than extending what you have.

The streaming layer handles real-time inference. The batch processing layer handles
everything else: training data preparation, large-scale feature computation, model training
jobs, and the regular reprocessing tasks that keep your historical record consistent and

enriched.

Apache Spark is the standard here. It is a distributed computing framework built for
processing large datasets across clusters of machines, and it is particularly well-suited to the
kind of work that recurs regularly in fraud detection: joining transaction records with account
history, computing historical aggregates across millions of rows, running feature engineering
pipelines that would be impractical on a single machine, and producing the labeled training

datasets that your model training jobs consume.

The relationship between Spark and Flink in a fraud detection system is sometimes confusing
because they can both compute features from transaction data. The practical distinction is
time. Flink works on data as it arrives, maintaining state continuously, producing outputs in
near-real-time. Spark works on data that has already landed, applying transformations to large
static or semi-static datasets efficiently. In most mature fraud detection systems, both are
present and doing different jobs. Flink computes the features your real-time scoring endpoint
needs at inference time. Spark computes the historical features and training datasets your

model training pipeline needs at training time.

This split creates a risk that the chapter on feature stores will address more directly, but it is
worth naming here: if the features your model sees during training are not computed the same
way as the features it sees during inference, your model will perform differently in
production than it performed in evaluation. This is called training-serving skew, and it is one
of the most common and most damaging problems in production ML systems. It shows up as
a model that looked excellent in offline evaluation and then inexplicably underperformed

from day one in production.

Model lifecycle management is the category that gets the least attention in early-stage fraud
detection programs and causes the most pain as those programs mature. It covers how you

track what models have been trained, what data they were trained on, what hyperparameters



were used, what evaluation metrics they achieved, how they get deployed, what version is

currently serving traffic, and how you roll back if something goes wrong.

In the early stages of building a fraud detection system, lifecycle management often amounts
to a folder of notebooks and a spreadsheet someone updates sporadically. This is fine for

exploration. It becomes dangerous in production.

The specific failure mode is this: you train a new model, it looks better than the previous one,
you deploy it, and two weeks later you notice that recall has dropped significantly on a
particular fraud type. Now you need to understand what changed. Was it the model? The
training data? The features? The deployment configuration? If you have not tracked these
things systematically, you are doing archaeology. You are trying to reconstruct decisions from

file timestamps and commit messages, and you are probably missing something.

MLflow is the most widely used open-source platform for this problem. It provides four core
capabilities: experiment tracking, which logs the parameters, metrics, and artifacts from every
training run; a model registry, which maintains a versioned catalog of trained models with
promotion stages such as staging and production; model packaging, which captures the model
and its dependencies in a portable format; and a basic serving layer for low-to-moderate
traffic scenarios. For many fraud detection teams, MLflow is the pragmatic choice: it
integrates with standard training frameworks, it is relatively straightforward to self-host, and
it imposes enough structure to make model lineage traceable without requiring a large

platform engineering investment.

Cloud-managed alternatives exist and are worth understanding. Google's Vertex Al and
Amazon's SageMaker both offer managed ML platform services that include training
pipelines, model registries, deployment infrastructure, and monitoring hooks. The advantage
is reduced operational overhead: you are not managing the underlying compute or storage
infrastructure yourself. The trade-off is cost and lock-in. Both platforms are substantially
more expensive than self-managed alternatives at scale, and they tie parts of your ML
workflow to a specific cloud provider's APIs and abstractions in ways that can be difficult to

undo later.

For teams that are already committed to a single cloud provider and have the budget,
managed platforms reduce the engineering work required to reach production. For teams that

need to keep costs controlled, that operate across cloud environments, or that have



specialized requirements, a self-managed stack built around MLflow and standard

orchestration tools often provides better long-term flexibility.

What matters more than the specific platform choice is that the lifecycle management
problem is actually solved rather than deferred. A model running in production with no
version tracking, no deployment history, and no documented training configuration is a
liability. When something goes wrong, and it will, the time you spend reconstructing what

happened is time fraud is going uncaught.

The feature store is the category that is most often missing entirely from early fraud detection
systems and most often cited as one of the highest-leverage investments by teams that have

built mature ones.

A feature store is a centralized system for defining, computing, storing, and serving machine
learning features. The definition sounds deceptively administrative. The problem it solves is

structural.

Consider what happens without one. Your data science team is building a new model. They
write feature engineering code in Python, compute features from the historical transaction
dataset, and train a model that achieves strong evaluation metrics. When the model is ready to
deploy, the engineering team needs to serve those features at inference time. They write a
separate implementation of the feature logic, this time in whatever language or framework the
production scoring service uses. If both implementations are correct and identical, the model
performs as expected. If they differ in any way, even subtly, the model receives different

inputs in production than it received during training, and its behavior is unpredictable.

This gap between training-time features and serving-time features is the origin of the
training-serving skew problem mentioned earlier. Feature stores close it. By providing a
single system where features are defined once and can be retrieved for both training and
serving, they eliminate the class of bugs that arise from maintaining duplicate

implementations of the same logic.

Beyond consistency, feature stores provide reusability. Fraud detection teams compute many
of the same features for different models: transaction velocity by account, merchant category
spending patterns, device fingerprint history, geographic anomaly signals. Without a feature

store, each new model project may recompute these from scratch. With a feature store, they



are computed once, stored, and available for any model that needs them. This reduces both

development time and computational cost.

Feature stores also maintain separate storage for offline and online use cases. Offline storage,
typically backed by a data warehouse or object store, holds the full historical feature record
and 1s used for training. Online storage, typically backed by a low-latency key-value store
such as Redis or DynamoDB, holds the current feature values for active entities such as
accounts or devices and is queried at inference time. Keeping these synchronized is a

nontrivial engineering problem that feature store platforms handle as a core responsibility.

Managed feature store options include Feast as an open-source choice, and managed versions
within Vertex Al and SageMaker for teams on those platforms. Like the ML lifecycle
management tools, the choice between managed and self-hosted involves trade-offs in cost,
control, and operational burden. What is not a trade-off is whether to address the problem.
Teams that have run production fraud detection systems without a feature store consistently
report that training-serving skew and the associated debugging time are among their most

expensive recurring problems.

These four categories of infrastructure do not operate independently. They are connected by
data pipelines, scheduling systems, and integration layers that need to be built and maintained

with the same rigor applied to the models themselves.

Anatomy of a Production Fraud Detection System

Two planes — real-time scoring (top) and batch training (bottom) — joined by a feature store
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A useful way to trace the connections is to follow a single transaction from arrival to scored
output. The transaction arrives and lands in Kafka. A Flink job reads it from Kafka, applies
real-time feature computation including stateful aggregates, enriches the event, and routes it
to the scoring endpoint. The scoring endpoint retrieves precomputed features from the feature
store's online layer, combines them with the real-time features from Flink, and passes the full
feature vector to the model. The model was trained on historical data processed by Spark,
using features retrieved from the feature store's offline layer, and registered in MLflow with
its evaluation metrics and training configuration documented. The same model artifact that

was evaluated offline is now serving the live transaction.

When this chain holds together, the system is coherent: the model in production is the same
model that was evaluated, serving the same features it was trained on, with a deployment
record you can audit. When any link in the chain is broken or bypassed, you accumulate
technical debt that typically surfaces as unexplained performance degradation, debugging
sessions that take longer than they should, and the kind of quiet system failures that are easy

to miss until they have cost something significant.

The instinct in early-stage fraud detection programs is to defer infrastructure investment in
favor of model development. The reasoning is understandable: infrastructure work is
expensive, models are what stakeholders can see, and there is always pressure to show results
quickly. But infrastructure choices compound. A system built on solid streaming, batch,
lifecycle management, and feature store foundations is a system you can extend, retrain,
monitor, and trust. A system built on expedient shortcuts is a system that will eventually

require a rewrite at the worst possible time.

The specific tools named in this chapter will continue to evolve. Kafka may be supplemented
or replaced by newer streaming systems in some contexts. MLflow will add capabilities and
so will its competitors. What will not change is the underlying set of problems these tools are
solving. Data needs to move reliably and with low latency. Transformations need to be
consistent between training and serving. Models need to be versioned and their deployments
tracked. Features need to be computed once and served correctly in both offline and online
contexts. Understanding those requirements clearly is what allows you to evaluate any new

tool on its merits rather than its marketing.



The tools make the architecture real. The next chapter turns to what happens after the system
is live, specifically how to keep it running correctly over time. That is the operational

question, and it is where many technically well-built systems eventually fail.
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There is a version of the fraud detection story that ends at deployment. The model is trained,
tested, reviewed, and pushed to production. The precision and recall numbers look good. The
business signs off. Everyone moves on to the next project. Six months later, the fraud rate is

climbing and no one is sure why. The model is still running. It is just no longer working.

This is not a hypothetical. It is one of the most common failure patterns in applied machine
learning, and fraud detection is especially vulnerable to it because the environment the model
was trained on does not stay still. Fraudsters change their behavior. New payment channels
introduce new transaction patterns. A promotional campaign brings in a different customer
mix. A regulatory change shifts what data is available. The world that generated your training

labels last year is not the world your model is scoring today.

MLOps is the discipline that takes a model from a one-time artifact to a living, maintainable
system. The term gets used in ways that range from the genuinely useful to the
buzzword-laden, but the core idea is straightforward: the operational practices around
machine learning should be as rigorous as the operational practices around any other piece of
production software. That means version control, automated testing, deployment pipelines,
monitoring, and clear processes for when and how to update the system. None of this is

glamorous. All of it is necessary.

What makes fraud detection a sharper version of this problem than most ML applications is
the combination of adversarial dynamics, label delay, and the cost asymmetry between the
two types of errors. A model that drifts in a recommendation system shows up as slightly less
relevant suggestions. A model that drifts in fraud detection shows up as money leaving the
business and customers getting hurt. The consequences of operational neglect are not

abstract.

The starting point is how models move from a notebook or training pipeline into production
in the first place. The naive version of this process is manual: a data scientist trains a model
locally, serializes it to a file, and hands it to an engineer who uploads it to a serving
environment. This works once, in a demo. It does not work as a repeatable, auditable process

at scale.



The MLOps Loop

A fraud model is not a deliverable — it is a responsibility that cycles
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What replaces it is a training pipeline that is itself a piece of software: version-controlled,
testable, and executable on demand. The pipeline reads from a defined data source, applies a
fixed set of transformations, trains the model with specified hyperparameters, evaluates
against held-out data, and produces a serialized artifact along with a record of the conditions
under which it was produced. Running the same pipeline twice on the same data should
produce functionally equivalent results. If it does not, you have a reproducibility problem that

will compound over time.

This matters for fraud detection specifically because you will need to retrain. The question is
not whether but when and how. If your training pipeline requires a data scientist to run a
sequence of manual steps from their local environment, retraining is slow, error-prone, and
dependent on whoever set up the process originally. If the training pipeline is an automated,
version-controlled workflow, retraining becomes a scheduled or triggered operation that any

team member can execute or inspect.

Continuous integration in this context means that changes to the training pipeline, the feature
engineering code, or the model configuration are tested before they affect production. The

same discipline applied to application code applies here: commits trigger automated runs that



verify the pipeline executes correctly, that output shapes and types match expectations, and
that model performance on a validation set does not degrade below acceptable thresholds.
You are not testing whether the new model is better than the old one in absolute terms. You

are testing whether a change to the pipeline breaks something that was previously working.

Continuous deployment for ML models requires additional care because the artifact being
deployed is not deterministic code but a statistical model whose behavior emerges from
training data. Deploying a new model version is not equivalent to deploying a new version of
a service that returns sorted lists. A new model version can silently shift score distributions,
change which transactions it declines, and affect downstream processes that were calibrated
to the previous version's behavior. This is why shadow deployment and gradual rollout
patterns exist. In a shadow deployment, the new model runs in parallel with the current
production model, receiving the same inputs and logging its outputs, but not acting on them.
The comparison between the two models' outputs over real traffic is far more informative
than any offline evaluation. Gradual rollout takes this further by routing a small fraction of
live traffic to the new model, expanding that fraction as confidence builds, and maintaining

the ability to roll back quickly if something goes wrong.

The model registry is the organizational structure that makes all of this tractable. It is a
catalog of model artifacts, indexed by version, annotated with the metadata that makes each
version understandable: when it was trained, on what data, with what features, against what
performance benchmarks, by whom, and for what purpose. Without a model registry, the
answer to "what model is currently running in production and how is it different from the last

one" involves archaecology. With a model registry, it is a lookup.

For fraud detection teams, the model registry carries additional importance because of
auditability requirements. When a customer disputes a declined transaction, or when a
regulator asks how a particular decision was made, the ability to reconstruct which model
was live at a given time, with which feature set and thresholds, is not optional. The registry is

part of how you answer that question without guessing.

The registry also provides the anchor for promotion workflows. A model that completes
training and passes automated evaluation enters the registry at a candidate stage. From there
it can be promoted to staging for further validation, and eventually to production, with each

stage change recorded as an explicit action. This creates a paper trail and a forcing function



for the review process. A model does not end up in production because someone uploaded a

file. It ends up in production because it passed a defined sequence of gates.

Automated retraining is one of the most important and most under-implemented capabilities
in fraud detection systems. The argument for automation is not that human judgment should
be removed from the process. It is that human judgment should be applied to decisions that

require it rather than to the mechanical execution of steps that a computer can perform more

reliably and more often.

Retraining triggers come in two forms: scheduled and event-driven. Scheduled retraining runs
the training pipeline on a defined cadence, weekly or monthly for example, incorporating the
most recent labeled data and producing a new candidate model. Event-driven retraining fires
in response to a detected condition, such as a significant shift in model performance metrics,
a distribution change in input features, or a spike in fraud volume that suggests a new pattern
has emerged. Both are useful. Scheduled retraining keeps the model fresh under normal drift
conditions. Event-driven retraining provides faster response when something changes

abruptly.

The complication specific to fraud detection is label delay. When a transaction is scored, the
ground truth label, whether the transaction turns out to be fraudulent, often is not available
for days or weeks. Chargebacks take time to process. Investigations take time to complete.
The labeled dataset you can train on today is not a complete picture of what happened in the
past month. It is a picture of what happened in the past month and was confirmed by a cutoff

date that lags the present.

This creates a subtle but important problem for automated retraining. If you retrain too soon
after the current period, your training data will have fewer confirmed fraud labels for recent
transactions than for older ones, because not all the chargebacks have come in yet. The model
will learn that recent transactions are less likely to be fraudulent, which is a reflection of label
incompleteness rather than genuine risk reduction. Managing this requires building the
training pipeline with label delay explicitly in mind: using a feature completion window that
ensures only sufficiently aged data enters the training set, and being careful about how

recency is represented in the feature space.

Class imbalance is the other structural challenge. In most fraud detection contexts, fraud

makes up a fraction of a percent of total transaction volume. A model that predicts every



transaction as legitimate will achieve extremely high accuracy, which is a useless metric in
this context. This is not just a training issue. It is an operational one. When you are evaluating
candidate models for promotion, accuracy is the wrong summary statistic. Precision and
recall on the fraud class, the area under the precision-recall curve, and the F-score at
operationally relevant thresholds are what matter. If your evaluation pipeline is not
computing and gating on those metrics, you will periodically promote models that appear

better than their predecessors but are actually worse on the dimensions that count.

Techniques for handling class imbalance, including oversampling the minority class,
undersampling the majority, or weighting the loss function during training, each have
trade-offs. Oversampling through methods like SMOTE generates synthetic examples that
may not reflect actual fraud patterns well. Undersampling discards legitimate data. Loss
weighting keeps the full dataset but requires tuning the weight parameter, and the right value
is not obvious and may shift as the class distribution changes. There is no universally correct
answer. The operational discipline is to make the choice explicit, document it, and evaluate

its effects consistently across model versions rather than changing approaches silently.

Concept drift is the name for the underlying phenomenon driving most of the operational
challenges described in this chapter. It refers to the change in the statistical relationship
between inputs and the target variable over time. In fraud detection, this relationship changes
because fraudsters are intelligent agents who observe the environment they are operating in
and adjust their behavior. A fraud pattern that your model was explicitly trained to catch is a
pattern that sophisticated fraudsters will eventually stop using, or use in ways that look

different enough to evade detection.

Concept drift is distinct from data drift, though the two often appear together. Data drift refers
to changes in the distribution of input features without a change in the underlying relationship
between those features and the target. A new market entry might shift your transaction size
distribution because the new customer base has different spending patterns. That is data drift.
Concept drift is when a previously reliable signal, velocity on a card in a specific geographic
pattern for example, stops being reliably associated with fraud because attackers have learned

to avoid triggering it.

Detecting drift requires monitoring, and monitoring requires knowing what to measure. For
concept drift in fraud, the most direct signal is model performance degradation on labeled

data, but as discussed above, label delay means you are always working with a lagged view



of performance. A secondary signal is score distribution shift: if your model's output scores
across the full transaction volume have drifted significantly from their historical distribution,
something has changed in either the input data or the relationship the model is capturing.
Score distribution monitoring does not require labels, which makes it a faster-responding

signal.

Neither of these signals is sufficient on its own. Score distribution can shift due to genuine
changes in the customer mix rather than model degradation. Performance metrics on labeled
data can appear stable during a period when fraud is shifting into a channel or pattern you
have not yet received labels for. Operating a robust system means using multiple monitoring
signals together and developing institutional knowledge about what each signal means in the

context of your specific business.

The operational backbone that MLOps provides is not separate from the model work. It is
what makes the model work sustainable. A fraud detection model is not a deliverable. It is a
responsibility. The team that builds it owns what it does in the world, and what it does in the
world changes over time whether the team pays attention or not. Paying attention is not

optional.

The specific challenge this creates for teams is organizational as much as technical. Building
the CI/CD pipelines, the model registry, the retraining automation, and the monitoring
infrastructure takes time and engineering resources. It happens in parallel with pressure to
deliver new models, add new features, and respond to the latest fraud pattern the business is
worried about. The temptation is to treat operational infrastructure as something to invest in
once things settle down. Things do not settle down. Fraud detection is a continuous operation,
and the operational backbone either gets built deliberately or it gets improvised reactively

after something breaks.

The teams that get this right tend to treat MLOps work with the same prioritization discipline
they apply to model development. They make the training pipeline a first-class piece of
software. They define their evaluation criteria before training new models, not after. They
build monitoring that fires before the business notices a problem rather than after. They treat

a model's deployment not as the end of the project but as the beginning of its operational life.



That operational life is what the next chapter addresses from a different angle: the product
and implementation layer, where technical decisions meet business expectations and the work

of aligning them begins.
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There is a version of this work that stays inside the model. You define your features, you train
your classifier, you evaluate it on a held-out test set, and you declare victory. The numbers
look good. The AUC is respectable. The precision-recall curve behaves itself. Then you hand

it to the business and everything gets complicated.

This is not a failure of the model. It is a failure to treat implementation as a full discipline
rather than a delivery step. A fraud detection system is not just a model. It is a product, with
stakeholders who have different definitions of success, with edge cases the training data did
not cover, with operational constraints that were never written down anywhere, and with real
people on the other side of every decision it makes. Building it well means holding all of that

at the same time.

This chapter is about how to do that: from the first conversation about scope, through data
assembly and baseline work, through iteration and deployment, all the way to the ongoing

work of keeping the business and the technical team speaking the same language.
Defining the Problem Scope

The most expensive mistake in a fraud detection project is starting with the wrong problem.
This happens more often than it should, and it usually happens because the initial
conversation was too vague. Someone says the word "fraud" and everyone nods and moves

on to data and models. But fraud is a category, not a problem definition.

A first-party credit fraud problem is structurally different from an account takeover problem,
which is structurally different from a merchant collusion problem, which is structurally
different from return abuse in retail. Each has different data signals, different label
definitions, different latency requirements, and different consequences for false positives and
false negatives. Treating them as the same problem because they all fall under the fraud
umbrella is how teams end up building something technically coherent but operationally

useless.



Before any data is assembled or any model is trained, the team needs answers to a specific set
of questions. What type of fraud are we targeting? What is the harm we are trying to prevent,
and how is it measured in business terms? What decisions will the model's output actually
drive, and who makes those decisions? What counts as a correct prediction, and from whose
perspective? And critically: what does the business do today, and what would it do differently

if it had a score?

That last question matters more than it looks. If the business is already reviewing 100 percent
of transactions above a certain dollar threshold manually, and the model is going to be used to
triage that review queue, that is a very different deployment context than a system making
fully automated decline decisions in under 200 milliseconds. The architecture, the training
objective, the evaluation criteria, and the operational requirements all follow from that
context. Starting with the model before answering these questions is starting in the wrong

place.

One useful exercise at this stage is to define two failure modes explicitly and ask the business
to rank them. The first failure mode is a false negative: the model misses a fraudulent
transaction and the business takes the loss. The second is a false positive: the model flags a
legitimate transaction and the business declines a real customer. Both have costs. The false
negative cost is visible and direct. The false positive cost is often invisible and indirect,
showing up as customer churn, decline rate friction, and support volume rather than as a line
item on a fraud loss report. Getting explicit agreement on how these trade off against each
other is not a model tuning decision. It is a product decision, and it needs to happen before

training begins.
Assembling Labeled Data

Fraud detection is a supervised learning problem at its core, which means it depends entirely
on the quality and completeness of its labels. This is where many projects run into their first

serious obstacle.

The labeling problem in fraud is not just about having enough examples. It is about the
structure of what you have. Fraud rates in most systems are low: often below one percent of
transactions, sometimes far below. The positive class is sparse, the negative class is
enormous, and the boundary between them is not always clean. Some transactions that look

legitimate were fraudulent and were never caught. Some transactions that were marked as



fraud were chargebacks from legitimate customers who could not figure out how to reach the
merchant. The training data is not a clean record of ground truth. It is a record of what the

previous review process decided, with all of its errors and gaps embedded in it.

This matters for how you interpret your model. A model trained on historical fraud labels is,
in some sense, a model of historical fraud detection, not a model of fraud itself. It will learn
the patterns that your existing process was good at catching and will be relatively blind to the
patterns your existing process missed. That is not a reason to avoid building it. It is a reason

to be clear about what it can and cannot do.

On the practical side, assembling the training data means making a series of decisions that
will shape everything that follows. What time window are you using? How far back does
your historical data go, and is the fraud in that window representative of the fraud you face
today? How are you handling label delay, the gap between when a transaction occurs and
when a chargeback or confirmed fraud label arrives? If you train on transactions from the last
30 days and some of those labels have not arrived yet, your training set has false negatives
baked in. That will systematically underestimate the fraud rate and bias your model's

calibration.

A practical approach is to use a training window that ends far enough in the past that label
coverage is substantially complete, with a separate validation window that is more recent.
The gap between the two is intentional: it forces the evaluation to test out-of-time
generalization rather than in-sample fit, which is a much better proxy for how the model will

behave in production.

The class imbalance problem deserves its own attention. When the positive class is a small
fraction of the data, a model that predicts the negative class for everything achieves high
accuracy while doing nothing useful. The standard tools for this are undersampling the
majority class, oversampling the minority class using techniques like SMOTE, adjusting class
weights in the loss function, and choosing evaluation metrics that are insensitive to class
balance. Precision-recall AUC and the F-score at a chosen operating threshold are more
meaningful than raw accuracy in this setting. The specific approach matters less than

understanding why the choice is being made and what it is doing to the training distribution.

Feature engineering for fraud follows a pattern that shows up across every domain:

transaction-level features, account-level features, and behavioral features built over time



windows. Transaction-level features include things like amount, merchant category, time of
day, and geographic location. Account-level features include account age, historical
transaction volume, and credit profile. Behavioral features are the time-series signals: how
does this transaction compare to the account's behavior over the last hour, the last day, the last
30 days? Velocity counts, deviation from historical patterns, and sequence features built from
recent activity tend to be among the most predictive signals in fraud detection. They are also
the most operationally demanding to compute at serving time, which is part of why the

feature store discussion in chapter 3 is not optional infrastructure.
Establishing a Baseline

Before building anything complex, establish something simple. This principle applies
everywhere in machine learning and it matters especially in fraud detection because the

baseline has a way of being harder to beat than it looks.

The simplest baseline is the existing system, whatever the business is using today. If the
business has a rule-based system, measure it. Record its precision, its recall, and its false
positive rate on a held-out period. That becomes the bar your model has to clear, not just in
terms of AUC on a test set, but in terms of business outcomes that the people running the

system actually care about.

If there is no existing system and you are building from scratch, the baseline can be a logistic
regression or a shallow decision tree trained on a small set of obviously relevant features. The
point is not that simple models are bad. The point is that you need a reference point. A
complex model that performs 2 percent better than a logistic regression in AUC may not
justify the operational overhead of deploying it. A complex model that reduces false positives
by 30 percent at the same recall threshold absolutely does. You cannot have that conversation

without having measured the baseline first.

The baseline also serves a diagnostic function. When the logistic regression fails in a
systematic way, that tells you something. If it is missing fraud that occurs outside business
hours, that is a temporal feature problem. If it is systematically missing a particular merchant
category, that is a signal worth investigating. The failure modes of the simple model often

point directly toward the feature engineering work that will make the complex model better.

Iterating on Models



Model development in a real fraud detection project is not a single pass from data to
deployment. It is a cycle, and treating it as a cycle from the beginning saves a large amount of

pain later.

The iteration loop looks roughly like this. You train a model, evaluate it against your baseline
on the held-out validation period, analyze where it fails, generate hypotheses about why,
make changes to features or model configuration, and repeat. The changes might be adding a
new feature, changing the time window used for a behavioral aggregate, adjusting the
sampling strategy, or switching to a different model architecture entirely. Each iteration
should be tracked: what changed, what the evaluation looked like before, what it looks like

after, and why you believe the change was responsible for the difference.

This sounds obvious and it is often not done. Teams train many models in quick succession,
lose track of which configuration produced which result, and end up unable to explain to
anyone, including themselves, why they chose the model they chose. The model registry
tooling discussed in the previous chapter is part of the answer. The other part is treating

evaluation as a deliberate, reproducible step rather than something you run once at the end.

One thing worth building early is a consistent evaluation harness: a fixed held-out dataset, a
fixed set of metrics, and a fixed set of threshold choices that you evaluate against in the same
way every time. The threshold choices matter because the optimal operating point is not
something the model decides. It is something the business decides, based on the trade-off
between false positives and false negatives. Evaluating your model at three or four operating
points, each corresponding to a different business stance on that trade-oft, gives you a more

complete picture of what you are choosing between.

As you iterate, resist the urge to optimize for the metric that is easiest to improve. In fraud
detection, recall is often relatively easy to push up by lowering the decision threshold.
Precision is often the harder constraint. The question to keep in front of you is: at the recall
level the business actually needs, what is the precision we can achieve? That is the number

that determines how many false positives get served to review queues or customers.
Managing Stakeholder Expectations

Technical teams tend to underinvest in this part, and it is usually the part that determines

whether the project succeeds in practice regardless of how well the model performs.



The stakeholders in a fraud detection project are not all asking the same question. The fraud
operations team wants to know if the model will help them catch more fraud without
drowning them in false positive reviews. The risk organization wants to know how the model
affects loss rates and whether its decisions can be explained and audited. The product team
wants to know how the model affects conversion and customer experience. The compliance
function wants to know whether the model introduces any fair lending or regulatory risk,
whether the decisions it makes can be documented and challenged, and whether the audit trail
exists to support that. The business owner wants to know the expected ROI and when it will

materialize.

Each of these questions requires a different kind of answer, and preparing those answers is
product management work, not model development work. It means translating technical

outputs into business language consistently, accurately, and without overselling.

The two most common failure modes here are both forms of miscommunication. The first is
underselling the uncertainty. A model that achieves 0.87 AUC on a held-out test set is a good
model by most standards, but it will make errors, some of them systematic, and the business
needs to be prepared for that. Presenting the AUC number without the error analysis and the
expected false positive volume at the operating threshold gives stakeholders an incomplete

picture that will create friction when the model is live and making visible mistakes.

The second failure mode is promising precision on out-of-sample fraud. New fraud patterns
look nothing like historical fraud patterns by definition. The model has never seen them. Its
performance on new fraud types will be lower than its performance on historical test data,
and the gap can be substantial if the fraud population shifts significantly. This is not a flaw in
the model. It is a structural property of supervised learning in an adversarial environment.
Stakeholders need to understand it before the model goes live, not after they notice the

detection rate on a new fraud vector is low.

One useful tool for managing both of these is a pre-launch operating agreement: a document
that records what the model is expected to do, what it is not expected to do, how its
performance will be measured, and what the agreed thresholds are for intervention, review, or
rollback. It is not a legal contract. It is a shared understanding, documented, so that the team

is not relitigating the definition of success while also trying to respond to a production issue.

False Positives and the Business Trade-off



False positives deserve extended treatment because they are the most common source of
conflict between fraud teams and product teams, and because the nature of the conflict is

often misunderstood on both sides.

The fraud team's view is usually that false positives are the cost of catching fraud. You cannot
have perfect precision and perfect recall simultaneously. Blocking some good customers is
acceptable if the alternative is absorbing significant fraud losses. This view is correct as a

matter of statistics and often genuinely held.

The product team's view is usually that every false positive is a failed customer experience: a
customer who was insulted by a declined transaction, who called the support line, who filed a
complaint, or who quietly churned to a competitor. These costs are real and often not

captured in the fraud team's loss reporting, which is part of why they tend to be discounted.

Neither view is wrong. The problem is that both teams are right about different things, and
without a shared framework for quantifying the trade-off, the conversation tends to reduce to

a values conflict rather than a business decision.

Where to Set the Threshold

Every decision boundary is a business trade-off — make it explicit

N
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The shared framework is a cost model. Assign a cost to a false negative: the expected loss
from a fraudulent transaction that is not caught. Assign a cost to a false positive: the expected
revenue impact from a declined legitimate transaction, including churn probability and

support cost. These numbers do not have to be exact. They have to be agreed upon. Once they



exist, the model threshold becomes an optimization problem rather than a negotiation, and the

conversation becomes quantitative instead of rhetorical.

Building this cost model is also how you communicate with business teams about proposed
threshold changes in production. When the fraud team wants to tighten the threshold and the
product team pushes back, both sides can point to the numbers. The decision still involves

judgment, but it involves informed judgment rather than competing intuitions.
Communicating Model Decisions to Non-Technical Audiences

Fraud models make consequential decisions. When they decline a legitimate customer's
transaction, that customer often wants to know why. When they are used to flag accounts for
investigation, regulators may ask whether the model discriminates on protected
characteristics. When they fail to catch a fraud ring, the audit committee wants to know
whether the model was performing within expected parameters or whether there was a failure
the team should have caught earlier. Communicating model decisions to the people asking

these questions is a real skill and one that technical teams often underestimate.

The first principle is to lead with business outcomes, not with model mechanics. The question
"why was this transaction declined?" should be answered with the risk factors that
contributed to the decision, in plain language, not with feature importance scores from a
gradient boosted tree. Most regulatory and compliance frameworks require this anyway. The
explanation needs to be human-intelligible and consistent with how decisions would be made

by a reasonable, articulable process.

The second principle is to prepare the failure narrative before the failure happens. When the
model makes a visible error, the question from senior stakeholders is usually some version of:
did we know this was possible, and what are we doing about it? Having a clear answer to that
question requires that the team has already characterized the model's failure modes,
established the monitoring that will catch deterioration, and defined the escalation path. The
operational work from the previous chapter and the documentation work described here are

the same work viewed from different angles.

The third principle is to make the audit trail real, not ceremonial. Many fraud teams
document model decisions because they have to, not because the documentation would
actually be useful in an audit. The documentation that survives scrutiny is specific: here is the

model version, here is the feature set, here is the evaluation performed before deployment,



here is the monitoring in place, here is the threshold and who approved it and on what basis.
That level of specificity is achievable, and it is what separates teams that handle regulatory

engagement comfortably from teams that scramble every time there is an examination.
From Prototype to Production

The final mile of implementation is where many projects stall. The model works in the
notebook. The evaluation looks good. The stakeholders are aligned. And then the path from
that point to a live system scoring real transactions turns out to be longer and more

demanding than expected.

Part of the reason is that the path involves more than engineering. It involves agreement on
the monitoring plan, on the rollout strategy, on the rollback criteria, and on who is responsible
for each. The chapter on MLOps covered the technical mechanics of this. The product layer
is about the governance: who signs off, what the success criteria are for the initial launch

period, and what happens if those criteria are not met.

A staged rollout is almost always the right approach for a first deployment or a significant
model change. Shadow mode, where the model scores transactions but its scores do not affect
decisions, is a useful early stage. It lets you verify that the model is behaving as expected in
the real distribution of traffic before any business decisions depend on it. The comparison
between shadow scores and actual outcomes in that period is often the most informative
validation you will do. The held-out test set was drawn from historical data with all of its

known limitations. Shadow mode is live validation.

After shadow mode, a percentage-based rollout that gradually increases the share of traffic
flowing through the model's decisions gives the team time to catch operational issues before
they affect the full customer base. The criteria for advancing through the rollout stages should
be defined in advance: not "it looks fine" but "recall on confirmed fraud in the live window is
within X percent of the validation estimate" and "false positive rate is below Y at the chosen
threshold." Those criteria are the product manager's responsibility to define and the

engineering team's responsibility to measure.

The point at which the rollout is complete is not the end of the project. The model is now
running. The fraud environment is continuing to evolve. The monitoring that will tell you
when the model is starting to fail is the subject of the next chapter. But by the time you reach
full deployment, the work described in this chapter, the scope definition, the data assembly,



the baseline, the iteration, the stakeholder alignment, the threshold agreement, the
documentation, should all be done. Not once, not as a ceremony, but as a genuine discipline

that the team can repeat and improve on with each model cycle.

The teams that do this well are not the ones with the best models. They are the ones where the
model development work and the product work are happening in the same conversation, with
the same shared understanding of what success means. That is harder to achieve than a good

AUC score, and it matters more.



Chapter 6: Observability: Knowing When Your System Is
Failing

Chapter 6: Observability: Knowing When Your System Is Failing

A model does not announce when it starts failing. There is no error message, no crash, no
alert that fires the moment the system begins to lose its grip on the fraud environment. What
happens instead is quieter and more dangerous: the precision slips a few points, the recall
drifts downward, the fraud that used to be caught starts leaking through. If no one is watching
carefully, the first signal is a business problem. A spike in losses. A complaint from the
operations team. A report from finance that does not match expectations. By then, the model

has been failing for weeks.

Three Layers of Observability

Each layer fails differently — and silently — without its own monitoring

Model Performance Data Quality Fraud Patterns
Are decisions still good? Is the input still trustworthy? Has the adversary changed?
Given clean inputs, Is the model seeing Are we seeing a fraud
is the model still right? what it was trained on? type the model never learned?
WATCH WATCH WATCH
= Precision / recall (lagged) == PSI / distribution drift = Investigator pattern flags
== Score distribution shift == Null rates per feature == Unsupervised clustering
= $ value caught vs missed - Freshness lag — Volume by category / channel
— Confirmed FN rate — Schema break alerts — FN case review
FAILS WHEN FAILS WHEN FAILS WHEN
Label delay — days to weeks Silent — outputs look stable Slowest to appear in metrics

Observability is the practice of knowing what your system is doing while it is running, not
after something goes wrong. For fraud detection, this means maintaining continuous visibility
into three distinct layers: how the model is performing, whether the data feeding the model
remains trustworthy, and whether the nature of fraud itself has shifted in ways the model was
not built to handle. Each layer can fail independently, and each failure mode looks different.
Treating them as a single concern leads to monitoring setups that catch some problems and

miss others entirely.



The distinction between these three layers is worth holding clearly before getting into the

mechanics of any of them.

Model performance monitoring answers the question: given the data it is receiving, is the
model still making good decisions? It operates on the output side: predictions, scores, labels,
and the feedback that eventually comes back from confirmed fraud cases and false positive

reviews.

Data quality monitoring answers a different question: is the data the model is receiving still
what the model was trained to expect? It operates on the input side, watching the features that
flow into the model during scoring and comparing them to the distributions the model was
built on. A model can look stable on performance metrics right up until a data pipeline breaks
and starts sending corrupted features, at which point the model's predictions become

meaningless even though the model itself has not changed.

Fraud pattern monitoring asks a third question: has the underlying nature of the fraud
changed in ways that make the model structurally less relevant, regardless of whether the
inputs are clean and the outputs look numerically stable? This is the hardest layer to monitor
because the signal is not always visible in performance numbers until significant time has
passed. A new fraud vector that the model was never trained on may not dramatically change
aggregate precision or recall at first, because it represents a small share of total volume. But

that share grows, and the model's inability to catch it compounds.

These three questions need to be asked simultaneously, with different tools and different
alerting thresholds. The rest of this chapter works through each one in turn, then addresses
how to connect them into an alerting and escalation structure that actually catches problems

In time to act.

Model performance monitoring is the most familiar of the three layers and, in some ways, the
hardest to do well in a fraud context because of the label delay problem introduced in earlier
chapters. When a transaction is scored, the ground truth label does not arrive immediately.
Fraud confirmation may take days or weeks depending on how disputes are resolved,
chargebacks processed, or manual review completed. This means that the most recent
window of scored transactions is always partially unlabeled, and any performance metric

computed over that window is an estimate, not a definitive measurement.



The practical response to this is not to wait for labels to arrive before monitoring starts. It is
to build monitoring that works across multiple time horizons simultaneously. In the near
term, before labels are available, you monitor score distributions. The distribution of fraud
scores across your live traffic carries signal. If the mean score for transactions in a particular
merchant category suddenly rises, that is worth knowing even before you have confirmed
labels. If the proportion of transactions scoring above your high-risk threshold doubles
overnight, something has changed. It may be a new fraud pattern. It may be a data quality

issue. It may be a legitimate shift in your customer base. But it is worth investigating.

As labels arrive over the following days and weeks, performance metrics become calculable
and the monitoring transitions to confirmed precision, recall, and AUC over rolling windows.
The choice of window length matters. A window that is too short is noisy, leading to alerts
that fire on statistical fluctuation rather than real degradation. A window that is too long
smooths out genuine drift that needs to be caught early. In practice, most teams maintain
multiple windows simultaneously: a short window for sensitivity to recent changes and a
longer window for trend analysis. The short window triggers investigation; the longer

window confirms whether a trend is real or was a transient spike.

Threshold drift deserves specific attention. The threshold you set at deployment, the score
above which a transaction gets flagged or blocked, was calibrated against a specific precision
and recall target. As the fraud environment shifts, the same threshold may produce different
precision and recall outcomes. Monitoring the output at a fixed threshold while the model's
score distribution is shifting can give a false sense of stability. What looked like a 90 percent
precision threshold may now be operating at 82 percent because the score distribution has
moved. This is why threshold calibration is not a one-time event at deployment but an

ongoing responsibility in the monitoring layer.

The metrics themselves also need to reflect business reality rather than just statistical
elegance. AUC is a useful summary statistic for model ranking ability, but it does not tell you
whether the model is performing well at the operating point you actually care about. A team
that monitors AUC and nothing else can watch AUC remain stable while the false positive
rate at their chosen threshold climbs to a level that is damaging customer relationships.
Precision, recall, false positive rate, and dollar value caught and missed are all worth
tracking. The dollar value metrics in particular tend to focus stakeholder attention in ways

that percentage metrics do not. A recall drop from 85 to 80 percent may not generate urgency



until someone calculates that it corresponds to an additional three hundred thousand dollars in

monthly fraud losses.

Data quality monitoring starts from a recognition that the model is only as trustworthy as the
features it receives, and features in production environments are fragile. Upstream systems
change without notification. API providers alter their response schemas. Feature engineering
pipelines fail silently and pass through null values or default values that mask the failure. The
model continues to score transactions using these degraded inputs, and its predictions become

unreliable in ways that are invisible if you are only watching output metrics.

The foundation of data quality monitoring is feature distribution tracking. For every feature
that enters the model during scoring, you maintain a statistical profile of what that feature
looked like during training: the mean, standard deviation, quantile distribution, and null rate.
In production, you compare the live distribution to this baseline on a rolling basis. The tool
most commonly used to formalize this comparison is a statistical divergence measure, with
Population Stability Index being the most widely adopted in financial services contexts. PSI
was originally developed for credit scoring but maps cleanly to fraud detection. A PSI value
below around 0.1 typically indicates acceptable stability. Values between 0.1 and 0.25
warrant investigation. Values above 0.25 signal a meaningful shift in the feature distribution

that needs to be understood before you can trust model outputs.

Not all features are equally sensitive. A feature derived from a stable internal source, such as
account age, changes slowly and is unlikely to drift without explanation. A feature sourced
from a third-party data vendor, such as a device intelligence signal, can change dramatically
if the vendor updates their methodology, changes their collection practices, or simply has a
data quality incident on their end. High-risk features in this sense should be monitored more

aggressively, with tighter alert thresholds and faster escalation paths.

Null rate monitoring is the simplest and most frequently neglected form of data quality
tracking. A feature that was non-null in 99 percent of training examples but arrives null in 40
percent of production scoring requests is a broken feature, and the model's behavior on null
values for that feature may be unpredictable depending on how missing values were handled
during training. Most gradient boosted models handle nulls gracefully during training by
learning default directions at split nodes. But if the null pattern in production has a correlation
structure that was absent in training, the model may route transactions systematically

incorrectly without any obvious error in the scoring pipeline.



Freshness monitoring adds a time dimension to data quality. Many fraud detection features
are derived from aggregates over recent activity: the number of transactions in the last hour,
the average transaction value over the last seven days, the velocity of new device additions.
These features are only valid if the underlying data feeding them is current. A feature store
that is running a few hours behind due to a processing delay is silently producing stale
features. The model sees a customer's transaction velocity from several hours ago rather than
the last few minutes, which in a high-velocity fraud attack is the difference between catching
it and missing it entirely. Freshness checks measure the lag between when source data was

created and when the feature value was last updated, alerting when that lag exceeds a defined

threshold.

The combination of distribution monitoring, null rate tracking, and freshness monitoring
covers the majority of data quality failure modes teams encounter in production. Building all
three into the same observability system, with unified alerting, allows on-call engineers to see
a data quality alert and immediately understand whether the issue is a distributional shift, a

null rate spike, or a staleness problem without having to investigate three separate systems.

Fraud pattern monitoring is the layer that protects against a specific risk: the model is
receiving clean data, its outputs look statistically stable, and it is still systematically missing
an emerging fraud type because that fraud type did not exist in meaningful volume when the

model was trained.

This happens regularly. A new social engineering variant emerges. A synthetic identity
scheme evolves its profile. A merchant category begins attracting a specific type of account
takeover that differs structurally from the patterns the model learned. In each case, the fraud
is real, the losses are real, and the model is not catching it because it was not designed to

catch it.

The first signal of this kind of pattern change often does not come from the model's metrics.
It comes from analysts, investigators, and operations teams who are reviewing cases
manually and start seeing something that looks different. A good fraud monitoring program
treats these qualitative signals as data. When investigators start flagging a new pattern, that
observation should trigger a structured look at the data: what features characterize these
cases, how many similar transactions are in the recent window, and is the model scoring them

lower than it should be given what is known about them.



Unsupervised methods provide a more systematic approach to the same goal. Clustering the
recent transaction population and comparing it to the cluster structure from the training
period can surface emerging subpopulations that were not present before. A cluster that
appears in recent data but has no counterpart in the training distribution is worth examining.
It is not necessarily fraud, but its novelty is a reason to look. Anomaly detection models
running in parallel to the primary scoring model can flag transactions that are unusual relative
to recent patterns without needing a label, providing a secondary signal stream that can catch

what the primary model misses.

The false negative review process is another structured approach to fraud pattern monitoring.
When confirmed fraud cases are identified, either through dispute resolution, manual review,
or investigator flagging, the ones that the model scored below the threshold deserve specific
attention. Not just as counting statistics that affect recall, but as cases to examine for
structural similarities. If thirty missed fraud cases in the last month all share a feature
combination that the model assigns low weight to, that is a signal that the model needs
retraining on a more recent label window, or that a new feature capturing that combination
should be engineered. This kind of systematic false negative review turns operational case
work into training signal, closing the loop between what happens in the fraud operations team

and what gets learned in the next model iteration.

Velocity monitoring at a pattern level, distinct from transaction-level velocity features inside
the model, adds another dimension. Watching the volume of fraud attempts by category, by
merchant type, by channel, by geography, and by device type allows the team to see whether
the fraud distribution is stable or whether new attack vectors are concentrating in specific
areas. A sudden increase in fraud attempt volume through a particular channel, even if the
model is catching most of them, indicates that the fraud environment in that channel has
changed. The model's performance against a higher volume of more sophisticated attempts

may look acceptable today and look poor in three weeks.

Alerting and escalation are where observability converts from monitoring into action. A
dashboard that nobody watches is not observability. It is a record of events that no one

responded to.

The design of alerting starts with distinguishing between alerts that require immediate
response and alerts that require scheduled review. A sudden drop in data freshness to zero for

a critical feature is an incident: it is actively affecting scoring right now and requires someone



to respond immediately. A gradual drift in a feature's PSI value over the course of a week is a
trend that needs to be reviewed and understood but does not require someone to wake up at 2

a.m.

Threshold-based alerting with carefully chosen thresholds covers most of the immediate
incident category. Null rates above a defined ceiling, freshness lag above a defined limit,
score distribution shift beyond a defined boundary, confirmed recall below a defined floor:
each of these can fire an alert that goes to an on-call engineer or analyst with a defined
response path. The response path matters. An alert that fires and goes to a shared channel
where everyone assumes someone else is handling it is not an actionable alert. Named
ownership, defined escalation sequences, and documented response procedures are the

operational infrastructure that makes alerting real.

Trend-based alerts are harder to get right. The goal is to catch gradual drift before it becomes
a threshold breach. Statistical process control methods adapted from manufacturing quality
management, particularly control charts, provide a principled way to distinguish between
normal variation and meaningful trends in a metric time series. A metric that has been slowly
declining for six weeks but has not yet crossed the alert threshold is still a problem that
deserves attention. Plotting metrics with control limits and reviewing them on a scheduled

basis, weekly or bi-weekly, allows teams to see trends that threshold alerts would miss.

The escalation path for model degradation specifically requires coordination between the data
science team, the engineering team, and business stakeholders. If model performance has
dropped enough to affect fraud outcomes meaningfully, that is a business impact event. The
communication to business teams needs to be immediate and clear about what is known:
which metric has degraded, by how much, what the estimated business impact is, what the
likely cause is, and what the timeline for remediation looks like. Vague communications that
say the model is being monitored and the team is looking into it do not help business teams
make decisions about whether to increase manual review capacity, change operational

thresholds, or communicate with partners. Clarity about impact and timeline is the standard.

The remediation path for model degradation also benefits from having been planned in
advance. The two most common responses are threshold adjustment and retraining.
Threshold adjustment is fast and does not require a new model deployment: if precision has
held but recall has fallen, moving the threshold lower recovers some recall at the cost of more

false positives. Whether that trade-off is acceptable depends on the business context and



should be a conversation that involves the product manager and relevant business
stakeholders, not a unilateral engineering decision. Retraining on more recent data addresses
drift at the model level but takes longer and requires the full validation and deployment
process to be completed before the new model goes live. In a severe degradation scenario, a

threshold adjustment can serve as a short-term stabilizer while retraining proceeds.

The dashboards that support all of this do not need to be elaborate. They need to be honest
and readable by the people who use them.

An effective fraud observability dashboard typically shows a small number of things clearly:
the model's current recall, precision, and false positive rate against recent confirmed labels;
the PSI or equivalent distribution metric for the most sensitive features; the freshness lag for
the most time-critical features; the null rate for the highest-risk features; and the fraud volume
trend by major category. These metrics, updated on a schedule that matches their natural
latency, tell a reasonably complete story about whether the system is healthy. Additional
drill-down capability for when something looks wrong is valuable, but the top-level view
should be simple enough that a product manager, an operations lead, or a business

stakeholder can read it without a guide.

The people who review the dashboard also need to know what they are looking at and what to
do with it. This means documented definitions for every metric, documented thresholds that
define when a metric is concerning versus when it is acceptable, and documented escalation
steps for when a metric crosses a threshold. Undocumented knowledge in a single engineer's
head is not observability infrastructure. It is a single point of failure that retires, changes

teams, or goes on leave at the worst possible moment.

Fraud detection systems fail in two directions. They fail loudly, through incidents and data
pipeline breaks and model deployment errors, and teams are generally good at responding to
loud failures because they are obvious. They fail quietly, through drift and degradation and
pattern shift that accumulates gradually and shows up as a business problem weeks or months

after the failure began. Observability is the discipline of catching the quiet failures.

The three layers described in this chapter, model performance, data quality, and fraud pattern
monitoring, each capture a different mode of quiet failure. A monitoring program that covers

all three, with alerting that fires on real thresholds, escalation paths that produce clear



ownership, and dashboards that are reviewed by the people who need to act on them, closes

most of the gap between a system that runs and a system that runs well.

The model you trained and deployed is not a finished product. It is a living system operating
inside a changing environment against an adversary that is watching it, probing it, and

looking for the edges of what it cannot catch. Observability is how you watch back.
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